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Abstract

The composition method, security protocol specification

and middleware, developed in our previous work, are used

in the process of composing Web services that use hetero-

geneous security protocols. Existing solutions rely on using

standard security protocols that must be implemented by all

Web services for the composition to be successful. This way,

services implementing new protocols can not be composed

with existing ones. This is why, the main contribution of

the paper is the integration of automated security protocol

composition methods in the field of Web services. Based on

this middleware, we present a new video surveillance sys-

tem, where services are automatically composed and secu-

rity protocols are automatically implemented.

1. Introduction

Security protocols are “communication protocols dedi-

cated to achieving security goals” (C.J.F. Cremers and S.

Mauw) [1] such as confidentiality, integrity or availability.

Achieving such security goals is made through the use of

cryptography. The explosive development of today’s In-

ternet and the technological advances made it possible to

implement and use security protocols in a wide range of ap-

plications such as sensor networks, electronic commerce,

routing environments and Web services.

In this paper we propose to use the composition meth-

ods developed in our previous work [2] in the field of Web

service composition. The composition process ensures that

new services are created from several initial services. There

is a great amount of literature dealing with the composition

of service capabilities [3, 4]. However, aspects related to

the composition of security properties are not handled, ser-

vices must implement the same security protocols. Over

the years, there have been several security protocols pro-

posed for ensuring inter-domain propagation of security to-

kens [6, 7]. Using this approach, services implementing het-

erogenous security protocols can not be composed.

In order to facilitate the composition of Web services

that implement heterogenous security protocols, we pro-

pose a new middleware. The proposed middleware makes

sure that both Web service capabilities and security proto-

cols are composed. For each Web service we provide a de-

scription of its capabilities, with preconditions and effects

and a description of the sequence of security protocols it

implements. Security protocols are described using speci-

fications constructed from existing technologies: WSDL-S

[8] and OWL [9].

In order to prove that the proposed middleware can be

used in the composition process of heterogenous Web ser-

vices, we developed a new video surveillance system. The

proposed system consists of 3 types of services: capturing

services, saving services and replay services. The role of

capturing services is to grab frames from physical cameras.

These can be sent directly to users to be viewed live, or they

can be saved by a saving service. In order for these ser-

vices to communicate, their capabilities and security proto-

cols must be composed. The role of the replay service is to

replay saved data to users.

2 Composition

The role of the composition process is to create new,

composed services, with an accumulated set of properties.

These properties include service capabilities, and, as a nov-

elty introduced by the paper, composition of security proto-

cols. In this section we present our proposal for solving the

composition problem of Web services implementing hetero-

geneous security protocols.

2.1 Composition of service capabilities

This type of composition must ensure that the capabili-

ties provided by services can be combined with the capabil-

ities of other services.
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Because the main goal of this paper is the composition

of security protocols, the composition of service capabili-

ties is handled simply by using the preconditions and effects

defined for each service. If the reader is interested in other,

more complete composition methods that also involve de-

structive properties or data flow, these are available in the

literature [3, 4].

For each service, we define a set of preconditions and

effects. Let ε be the set of preconditions of a service that

denotes the type of data that can be received. Also, let ε′ be

the set of effects corresponding to a composed service, de-

noting the type of data generated by the service. Then, for a

given service SR, preconditions and effects are represented

as εSRε′.

For N services, the composition of service capabilities

reduces to finding the sequence for which ε′
i
= εi+1, where

i = 1, N − 1, N ≥ 2 and ε1 = φ. This means that the data

corresponding to service preconditions must be available

for each service and the set of preconditions correspond-

ing to the first service must be empty, denoted by φ in the

previous equations.

2.2 Composition of security protocols

The composition of security protocols must ensure an

accumulation of security properties and must have a non-

destructive effect on the security properties of the original

protocols. This is not a trivial task, even when there is a hu-

man factor available [11, 12]. However, for the composition

of security protocols in an on-line environment, the human

factor can not be present, meaning that the entire composi-

tion process must be automatic.

Such a composition method was proposed by the authors

in their previous work [2]. The key to eliminate the human

factor is using an enriched protocol model, with the draw-

back that modifying security protocols in case of unsatis-

fied conditions is not possible, at least for now. This means

that if services implement protocols with destructive secu-

rity properties, the composition will not be successful.

The composition involves two phases: composition of

preconditions and effects (i.e. PE-composition) and the

composition of protocol chains (i.e. PC-composition). The

first phase establishes if the knowledge required by protocol

participants to run a given protocol, expressed through the

form of precondition predicates, is available and if the set of

precondition and effect predicates is non-destructive. The

second phase establishes if the composed protocol chains

are non-destructive on the initial security properties.

The PE-composition uses two predicates: PART PREC :

T
∗ × PR CC

∗ × PR CC
∗

, to verify if knowledge is avail-

able to participants, and PART NONDESTR : PR CC
∗ ×

PR CC
∗ × PR CC

∗

, to verify if precondition-effect pairs

are non-destructive, where PR CC denotes the set of pre-

conditions and effects. These are applied on all participant

model pairs.

The PC-composition uses a canonical model that focuses

on terms that can be verified by protocol participants. For

each term the canonical model provides a corresponding

syntactical representation through the use of basic types.

These denote the terms that can be verified by protocol par-

ticipants also including a representation for terms that can

not be verified because of limited participant knowledge.

The verification process uses these types to decide if attacks

can be constructed on each protocol model by using terms

extracted from the other considered protocol models.

In order to compose two participant chains these must be

instance independent and canonical independent. The first

condition refers to the non-destructive properties of precon-

ditions and effects while the second condition refers to ver-

ifying the independence of the involved participant chains

based on the canonical model. If protocols are independent,

then they maintain their security properties when they are

run in the same context. By using this property in the com-

position process, protocols maintain their security proper-

ties, resulting new protocols with accumulated properties.

3 Security protocol specifications

Constructing a new specification is not a trivial task, if

we just look at the information required to be included:

preconditions, effects, types, message sequences, security

properties, protocol roles, etc. This task becomes even more

complex when we realize that by automatically composing

security protocols we get new protocols that must be auto-

matically implemented by services.

In order for security protocols to be automatically imple-

mented, specifications must also include implementation-

related information such as: cryptographic algorithms and

modes, cryptographic key sizes, generated random number

size, etc. These requirements, added to the information re-

quired by the composition, makes the construction of a new

specification even more problematic.

By inspecting the technologies available in the field of

Web services, we realize that there are several possibilities

that can be adapted to comply with the formulated require-

ments. From these, in our previous work [14], we have cho-

sen WSDL-S and OWL to be the components from which

specifications are constructed. Each protocol participant is

described by a pair of WSDL-S and OWL files, as shown in

figure 1.

The role of the WSDL-S component is to describe the

message sequences and directions that must be executed by

protocol participants. Each WSDL-S component contains

the participant’s role in executing the protocol (i.e. initiator,

respondent or third-party), protocol preconditions, protocol

effects and message sequences.
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The role of the OWL component is to provide semantic

information such as the construction, processing and im-

plementation of cryptographic operations (e.g. encryption

algorithm, encryption mode, key). This is connected to the

WSDL-S component via annotations.

Figure 1: Specification components for a protocol partici-

pant

4 Middleware architecture

4.1 Service oriented architecture

Client applications are able to access resources by first

locating them, followed by the download of the service and

security protocol specifications and by the execution of an

authentication sequence. The services provided by the plat-

form must provide a way to publish, locate, compose and

automatically access resource services. In addition, in order

to face the challenges of rapidly changing protocol specifi-

cations, the protocol implementations must provide flexible

and extensible components.

Based on these requirements, we define four types of ser-

vices: name services, specification services, authorization

and composition services and resource services. Name ser-

vices (NAME-S) are implemented through UDDI [5] reg-

istries and are used to register, identify or locate existing

services. Specifications are stored and managed by specifi-

cation services (SPEC-S). Specifications are implemented

using Web service technologies such as SAWSDL [10],

WSDL-S [8] and OWL [9]. Authorization and composition

services (AUT-S) implement the verification mechanisms of

client credentials and ensure the composition of service ca-

pabilities and security protocols. Finally, the resource ser-

vices (RES-S) implement a set of capabilities provided for

client applications.

Accessing resources by a client application is done in

several steps, as shown in figure 2. First, the client must es-

tablish the set of services implemented by the system (step

1). In order to access a resource or a set of resources, the

client must be authenticated, its rights must be verified and,

if necessary, resources must be composed. This is done by

accessing the AUT-S service, for which the specifications

must be first downloaded. The client requests the location

of AUT-S and SPEC-S (step 2) from NAME-S, followed by

the request of the specifications for AUT-S (step 3). The

request for accessing RES-S is sent to AUT-S (step 4), con-

taining the user credentials. These are verified (step 5) and a

security token is generated by AUT-S that is sent to RES-S

(steps 6, 7, 8). The client receives the generated token and

sends it to RES-S (steps 9, 10, 11), after which it is able to

access the capabilities provided by the resource.

Figure 2: Accessing services

4.2 Software architecture

The architecture of the software stack is given in figure

3. We identified two main layers: the communication layer

and the service layer, given in figure 3.

The communication layer provides the implementation

of the service and security protocols needed to access ser-

vice capabilities. It is built on existing network and XML

message-based protocols. Security protocols are imple-

mented using extensions of the WS-Security standard, pro-

vided in our previous work [13]. The extensions consist

of XML constructions for user names and binary keys re-

quired by key exchange and authentication protocols. The

automated execution of security protocols is based on speci-

fications developed using existing Web service technologies

such as WSDL-S [8] and OWL [9], presented in the follow-

ing sections. Service protocols are described by SAWSDL

[10] specifications and are specific to each service. Name
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Figure 3: Software stack

services define a set of messages for interrogating service

registry, while specification services define messages for

downloading specifications. Authorization services define

messages for requesting access to services and to send se-

curity tokens. Resource services provide two types of speci-

fications, for each external entity accessing them. The AUT-

S specifications provide messages for setting user security

tokens, while the client specifications provide client access

messages.

The service layer provides the implementation of ser-

vice capabilities. The capabilities of NAME-S, SPEC-S and

AUT-S have already been discussed before. The capabilities

of RES-S are specific to each implementation, ranging from

video image capabilities to data storage capabilities. In or-

der to implement new resource services, the only compo-

nents that require change are the capabilities and the service

protocol specifications. The security properties of commu-

nications with new resources are ensured by the underlying

communication layer that remains unchanged.

5 A new video surveillance system

5.1 Motivation

Over the last decade, because of increasing security con-

cerns, video surveillance systems have received significant

attention from both the research and industry communities.

The use of surveillance systems has become a necessity

in airports, traffic, subways, stores and even homes. The

requirements for developing such systems, formulated by

Ostheimer et al [15], include affordable hardware require-

ments, low bandwidth consumption and access control pro-

cedures.

The use of the Internet to transfer video images between

distributed nodes has made it possible to expand the appli-

cability of these systems to remote surveillance [16], allow-

ing the distribution of nodes across multiple countries and

continents. By using the Internet, surveillance systems also

adopted modern security protocols such as TLS or VPN to

secure data transfers.

In this section we propose a Web service-based approach

for implementing video surveillance systems. The proposed

system is based on the platform presented in the previous

sections and comes with multiple advantages over existing

video surveillance systems. First, using existing transport or

network layer security in closed environments protected by

firewalls or NATs, where access is granted only to HTTP-

based protocols becomes a possibility, as opposed to ex-

isting systems. Second, the XML-based protocols provide

much more flexibility than the binary ones currently used.

Third, video surveillance can be applied in systems with

heterogenous security protocols, where video services are

automatically composed to create more complex services.

5.2 System components

The proposed video surveillance system defines three

types of resource services: capture services, saving services

and replay services. Capture services (i.e. CAP) are used

for the actual capturing of video images from connected

hardware. These frames can be sent directly to user applica-

tions or they can be saved for future visualization. Frames

are stored by the saving services (i.e. SAVE) that also deal

with the distribution of the captured frames to multiple stor-

age hardware. Saved frames can be viewed by using replay

services (i.e. REPL).

To store the captured frames, we apply composition op-

erations on a SAVE service and multiple CAP services. By

composing SAVE with CAP services we can define time-

based replay synchronization operations for REPL services.

Composition operations are handled by the COMP service

which composes service capabilities and security protocols

used in the communication process.

5.3 Experimental results

The experiments we conducted focussed on measuring

the time required to access single and composed resources

and on the time required to transfer data between services

and client applications. For each resource type we used a

different station with the same hardware configuration: In-

tel Dual Core CPU, 1.8GHz, 1GB of RAM, Windows XP

OS.

First, we measured the accessing time of single resources

(i.e. that do not require composition). As shown in figure

4, operations such as locating and downloading specifica-

tions clearly affect system performance. If specifications

are not saved, accessing time of single resources is on aver-

age 580ms. If specifications are saved, the accessing time

drops approx. 200ms. The peaks from the figure denote the
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cases when the authorization service also needs to down-

load specifications for the requested services.

Figure 4: Accessing time of single resources

Next, we measured the actual time required for the com-

position of specifications. Measurement results are shown

in figure 5. The performance of the PE-composition and of

the PC-composition is relatively good, considering that the

composition takes around 450ms for 50 resources. How-

ever, the composition time is also influenced by the size and

number of specifications, as shown in the same figure. Thus,

the actual processing of specifications can reach almost 2.5

seconds for 50 resources.

Figure 5: Specification composition time

While accessing composed resources, users do not only

have to wait for the composition of specifications, but they

also have to interrogate multiple services, such as the name

service or specification service. Also, in the composition

process the authorization service must connect to all re-

source services involved, must download their specifica-

tions and must compose them. These operations all con-

tribute to the total accessing time for composed resources,

as shown in figure 6.

Figure 6: Accessing time of composed resources

Another aspect we measured was the time needed for

frames to reach client applications in case of composed re-

sources. We considered the two types of resources men-

tioned at the beginning of this section: SAVE (i.e. SRES-S)

and VIDEO (i.e. VRES-S). We composed 2 to 50 VIDEO

resources with a single SAVE resource and we measured

the average time for frames to reach the SAVE service (i.e.

from VRES-S to SRES-S) and the average time for frames

to reach the client application from the SAVE resource (i.e.

SAVE-Client). Because the transfer time is affected by the

size of the frames and by the number of frames/second, we

considered two cases. First, we considered a 5fps frame-

rate, with the size of 10KB for each frame. For this case,

results are shown in figure 7. For another case, we consid-

ered a frame-rate of 10fps with the size of 20KB for each

frame. Results for this later case are shown in figure 8.

6 Conclusions

We presented a new middleware for the automated com-

position of Web services that user heterogeneous security

protocols. The approach used for the composition of secu-

rity protocols was developed by the authors in their previous

work and was implemented in the proposed middleware as

a composition module.

The novelty introduced by the paper is the video surveil-

lance system that can be used to create new, composed

video resources. In this paper we composed video capture
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Figure 7: Transfer time for 5fps and 10KB/frame

Figure 8: Transfer time for 10fps and 20KB/frame

with video save resources in order to provide saving capa-

bilities for frames that must be replayed in the future. The

performances of the implemented system are highly depen-

dent on the frame-rate and the size of the capture frames,

which can be improved by using dedicated hardware for

cryptographic operations or XML parsing.
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