
 

 

 

EXTENDING THE STRAND SPACE MODEL FOR SECURITY 

PROTOCOL COMPOSITION 

 

Genge Bela
1
, Haller Piroska

2 

1, 2
 “Petru Maior” University of Targu Mures, ROMANIA 

{
1
bgenge, 

2
phaller}@upm.ro 

 

Abstract. We extend the regular strand space model with specialized terms and we 

provide a message construction schema for security protocols, based on grammatical 

rules. Using the extended model, we present two security protocol specification 

models that are used by the authors in the sequential and parallel composition of 

security protocols. 

 

I. INTRODUCTION 

 

Security protocols are communication protocols in which cryptography is used 

to give participants the capability to transmit encoded information that can be only 

decoded by the designated receivers. These protocols have been intensively analyzed 

throughout the last few decades, resulting in a variety of dedicated formal methods 

and tools [1, 2]. 

The majority of these methods consider a Dolev-Yao-like penetrator model [3] 

to capture the actions available to a penetrator, which has complete control over the 

network. By analyzing each individual protocol in the presence of this penetrator 

model, the literature has reported numerous types of attacks [4]. However, in practice, 

there can be multiple protocols running over the same network, thus the penetrator is 

given new opportunities to construct attacks by combining messages from several 

protocols, also known as multi-protocol attacks [4]. 

Because of the above-mentioned attacks, researchers have been mainly focusing 

throughout the last decades on the development of new design methods. One of the 

main security protocol design method is based on composition [5, 6, 7, 8, 9]. 

The composition process involves combining multiple basic protocols having 

certain security properties (e.g. one-way authentication, key exchange). This process, 

can be parallel or sequential, depending on the requirements. Because of the above-

mentioned attack possibilities, designers should take great care because even a simple 

message modification can lead to serious attacks [10, 11]. 

In this paper we present two protocol specification models, proposed by the 

authors in [12, 13], allowing both sequential and parallel composition of security 

protocols. The proposed models are based on an extension of the strand space model 

proposed by Guttman et all in [14]. We show that because of the flexibility of the 

strand model, we can easily introduce new concepts and further extend the model so 

that it can be used to develop syntactical analysis methods and algorithms. 

The paper is structured as follows. In section II we enrich the regular strand 

specification model with terms. In section III we present a specification model that 

can be used to develop new protocols based on parallel composition. In section IV we 

develop a model that can be used to verify the sequential compositionality of two 

security protocols. We end with a conclusion in section V. 

 



II. EXTENDING THE STRAND SPACE MODEL 

 

The proposed models are based on the strand space model, introduced by 

Guttman et all in [14]. In this section we provide an extended version of the original 

strand space model. In the regular strand-based specification, protocol participants are 

modeled using strands, where a strand denotes a sequence of message transmissions. 

We propose to specialize the set of terms from the original model using basic 

sets and function names. By doing so, we are able to map each term to its 

corresponding type in the constructions that follow. 

Roles (i.e. protocol participants) communicate by exchanging terms constructed  

from elements belonging to the following basic sets: R, denoting the set of role 

names; N, denoting the set of nonces (i.e. “number once used”); K, denoting the set of 

cryptographic keys; I, denoting the set of determinable or indexed numbers (e.g. 

timestamps, counters). 

To denote the encryption type used to create cryptographic terms, we define the 

following function names: 

 

FuncName ::=  sk  (secret key) 

        | pk  (public key) 

        | pvk (private key) 

        | h           (hash) 

 

The above-defined basic sets and function names are used in the definition of 

terms, where we also introduce constructors for pairing and encryption: 

 

T ::=. | R  | N | K | (T, T ) 

               | {T }FuncName(T ) 

 

where the ‘.’ symbol is used to denote an empty term. 

The terms that can be constructed by roles, based on the definitions above, 

include the basic components of a wide variety of security protocols. However, these 

can be further extended if the modeled protocol requires other types. 

The composition process of two terms t1 and t2 into another term t implies that t 

has sub-terms. The subterm relation � is inductively defined as follows. 

 

Definition 1. The subterm relation � is the smallest relation on terms such that: 

1. t � t; 

2. t � {t1}f(t2) if  t � t1 or t � t2; 

3. t � (t1, t2) if  t � t1 or t � t2. 

 

Having defined the terms exchanged by participants, we can proceed with the 

definition of a strand and a strand space (i.e. a collection of strands). To capture the 

sending and receiving of terms, the strand model introduces signed terms. The 

occurrence of a term with a positive sign denotes transmission, while the occurrence 

of a term with a negative sign denotes reception. 



Definition 2. A signed term is a pair , tσ  with t ∈T and σ  one of the symbols 

+,-. A signed term is written as -t or +t. ( )
∗

±T  is the set of finite sequences of signed 

terms. A typical element of ( )
∗

±T  is denoted by 1 2, , , nt t t± ± ±… , with it ∈T . 

 

Definition 3. A strand is a sequence of term transmissions and receptions, 

represented as ( )1 2, , , nt t t
∗

± ± ± ∈ ±… T . A set of strands is called a strand space and 

is denoted by Σ . 

1. A node is any transmission or reception of a term, written as ,n s i= , 

with s ∈Σ and i an integer satisfying the condition ( )1 i length s≤ ≤ . The 

set of all nodes is denoted by N . 

2. Let 1 ,n s i=  and 2 , 1n s i= +  be two consecutive nodes from N  on 

the same strand s ∈Σ . Then, there exists an edge 1 2n n⇒  in the same 

strand. 

3. Let 1 2,n n ∈N . If 1n  is a positive node and 1n  is a negative node and 

( ) ( )1 2strand n strand n≠ , then there exists an edge 1 2n n→ . 

 

III. PARALLEL COMPOSITION 

 

In this section we present a specification model based on which designers can 

implement composition algorithms. The proposed model is based on the concept of 

binding, denoting the existing link between security protocol message terms. 

We use Basic Typed Terms to denote the structure of security protocol 

messages. In the next sections, however, these will be extended and intensively used 

in the model construction. 

 

BasicTT ::=  r       (role type) 

    | n       (nonce type) 

    | k       (key type) 

    | b  (binding type) 

 

Definition 4. A binding is a tuple written as , , , , , ,f kρ ν κ β θ , where ρ ∗∈R , 

ν ∗∈N , κ ∗∈K , β ∗∈B , f FuncName∈ , k ∈K  and BasicTTθ ∗∈ .  We use the B symbol to 

denote the set of all bindings and the symbol ∗
B  to denote the set of all subsets of 

bindings. The ‘.’ symbol is used to denote an empty binding set. 

1. To obtain the components of a binding b, we use the following projection 

functions: 

( ) ( ) ( )

( ) ( ) ( )

( )

      , , ,

, , ,

                         

Roles b Nonces b Keys b

Bindings b Func b f BindingKey b k

TypeSet b

ρ ν κ

β

θ

= = =

= = =

=

 

2. The binding composition operator _ _ :+ × →B B B  composes all 

subsequent components using set operators;  

3. The sub-binding operator � is defined inductively as follows: 



b � b  

b1 � b2 if ( ) ( )

( ) ( )

( ) ( )

( ) ( )

( ) ( )

( ) ( )

1 2

1 2

1 2

1 2

1 2

1 2

Roles b Roles b

Nonces b Nonces b

Keys b Keys b

Bindings b Bindings b

Func b Func b

BindingKey b BindingKey b

⊆ ∧

⊆ ∧

⊆ ∧

⊆ ∧

= ∧

=

 

 

Definition 5. A b-strand ( ):s
∗

± ×B C  is a sequence of binding transmissions and 

receptions attached to a strand classifier. A set of b-strands is called a b-strand space 

and is represented as Σ. We use the *Σ  symbol to denote a set of b-strand space 

subsets. 

1. A node is any transmission or reception of a binding, written as 

,in s i= , with s ∈Σ  and i an integer satisfying the condition 

1 ( )i length s≤ ≤ , where ( )length s  is a function returning the number of 

nodes from a b-strand. The set of all nodes is denoted by N. 

2. Let 
1 ,n s i=  and 

2 , 1n s i= +  be two consecutive nodes from N on the 

same b-strand s. Then, there exists an edge 
1 2n n⇒  in the same b-

strand s. 

3. Let 
1 2,n n ∈N . If n1 is positive and n2 is negative, and 

1 2
( ) ( )bstrand n bstrand n≠ , then there exists an edge 

1 2
n n→ . 

4. Let n ∈N . Then ( )sign n is a function returning the sign and ( )binding n  

is a function returning the binding corresponding to a given node. 

5. Let s ∈ Σ  with ,Ss cβ= . Then we define the following projection 

functions: ( )
1 Ss β=     ( )

2
s c=  

 

Definition 6. A role specification is a pair ,r ξ , such that r ∈R  and ξ ∗∈Σ . Let 

rS be a role specification. Then Role(rS) is a projection function returning the role 

name and BStrands(rS) is a projection function returning the set of b-strands 

corresponding to a role specification. 

A set of role specifications is denoted by RoleSpec and RoleSpec
*
 denotes the set of 

all subsets of role specifications. 

 

Simply specifying the sequence of messages for a protocol is not enough. A 

specification must also include initial role knowledge defined as follows. 
 

Definition 7. Role knowledge is a pair ,r b , where r ∈R  and b ∈B , such that 

Func(b)=BindingKey(b)= . . We use RoleKnow to denote a set of role knowledge and 

RoleKnow
*
 to denote the set of all subsets of role knowledge. 

 

In a constructed b-protocol, each message is accompanied by the knowledge 

required to construct the given message and the message sequence that has to be 

exchanged by protocol participants. Thus, each message can be treated independently 



from other protocol messages, allowing the implementation of composition 

algorithms. 

 

IV. SEQUENTIAL COMPOSITION 

 

The goal of sequential composition is to create a protocol that allows the secure 

running of two or more security protocol alongside each other. The involved protocols 

can be completely independent or they can achieve sequential composition of security 

properties. In both cases, the independence of the protocol must be verified so that 

protocols are not subject to multi-protocol attacks, as described in [12]. 

In this section we construct a security protocol specification model that outlines 

the message components, which are used to verify the sequential compositionality of 

the modeled protocols. 

Typed terms are a vital component of the proposed model. These are created by 

applying term forming constructs, defined below, to basic typed terms and function 

names. Our notion of a basic typed term has been formalized in the previous section, 

however, these must be extended with typed keys and unknown types, such as: 

 

BasicTT ::=  BasicTT 

      | tK   (typed keys) 

    | u       (nonce type) 

 

Typed terms are constructed using the following grammatical productions: 

 

( )

{ } ( )

:: . | | ,

|
t

t t t

t FuncName

BasicTT=

T

T T T

T
 

 

Definition 8. A signed typed term is a pair , tσ  with t ∈ tT and σ  one of the 

symbols +,-. A signed typed term is written as -t or +t. ( )
∗

± tT  is the set of finite 

sequences of signed terms. A typical element of ( )
∗

± tT  is denoted by 

1 2, , , nt t t± ± ±… , with it ∈ tT . 

 

Definition 9. A t-strand is a sequence of typed term transmissions and 

receptions, represented as ( )1 2, , , nt t t
∗

± ± ± ∈ ±… tT . A collection of t-strands is 

called a t-strand space and is denoted by tΣ . 

4. A typed node is any transmission or reception of a typed term, written as 

,tn s i= , with t ts ∈Σ and i an integer satisfying the condition 

( )1 i length s≤ ≤ . The set of all nodes is denoted by tN . 

5. Let 1 ,tn s i=  and 2 , 1tn s i= +  be two consecutive nodes from tN  on 

the same t-strand t ts ∈Σ . Then, there exists an edge 1 2t tn n⇒  in the 

same t-strand. 

Let 1 2,t tn n ∈ tN . If 1tn  is a positive node and 1tn  is a negative node and 

( ) ( )1 2t tstrand n strand n≠ , then there exists an edge 1 2t tn n→ . 



 

  

(a) (b) 

Figure 1. (a) The Yahalom-Lowe protocol 

(b) The typed specification of the Yahalom-Lowe protocol 

 

The transformation functions used to create the typed model from the regular 

strand model are the following: 

 

 

 
 

By using the above-mentioned functions, we exemplify the transformation 

process by using the Yahalom-Lowe security protocol. The regular and typed 

specifications are presented in Figure 1. 

 

V. CONCLUSIONS 

 

In this paper we have presented two extensions of the strand space model. We 

have enriched the regular specification with terms, bindings and typed terms. For the 

typed strand model we have also provided transformation functions so that the 

transformation process from one model to another is error-prone. 

The binding-based model presented in this paper has been used by the authors to 

create a new protocol [13] from two existing security protocols. The resulting 

protocol is not only a composition of the involved messages, but a composition of the 

security properties embodied in the two protocols. 

The type-based model has also been used by the authors in the past to verify the 

independence of security protocols [12]. This model is not limited, however, to the 

composition process of two different security protocols. It can also be used to check 

for replay attacks in single protocols, as shown by the authors in [10, 15]. 
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