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Abstract - We propose a comparative performance evaluatioradetor security
protocols. We start by constructing a security @eot model where we assign a cost
functions for each cryptographic operation. Forhedass of cryptographic operations
(e.g. symmetric encryption, asymmetric decryptiom)g construct a polynomial
function based on an exhaustive performance evaluabf cryptographic
combinations including algorithms and key sizes ploposed method is validated by
a comparative analysis of 1000 generated prot@adsl6 existing security protocols.
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Abstract — Propunem o0 metad comparatia de evaluare a performgtor
protocoalelor de securitate. Incepem cu construinea model al protocoalelor de
securitate Tn cadrulacuia atgam funaii cost pentru fiecare opegra criptografic.
Pentru fiecare asemenea élagde operé (e.g. criptare simetric decriptare
asimetri@), construim o funge polinomiaf prin evaluarea exhausiiva tuturor
combinaiilor criptografice, printre care se nam algoritmisi dimensiune a cheilor.
Metoda propuseste validai prin analiza comparativa 1000 de protocoale genergite
16 protocoale existente.

Cuvinte cheie — Protocoale de securitate, evaluarea perfotedan OpenSSL,
Cryptlib, Crypto++.

1. Security protocols

Security protocols are “communication protocols idagd to achieving security
goals” (C.J.F. Cremers and S. Mauw) [1] such asfidentiality, integrity or

availability. Achieving such security goals is matieough the use of cryptography.
Designing new protocols is a challenging task ifla@k at the number of attacks that
have been discovered over the years [2] after taéogpols have been published.



However, in the last few years the use of protammhposition [3, 4, 5] has been
successfully applied to create new protocols baseexisting [6, 7] or predefined
protocols [3]. The composition process makes usheinformal [6] specification of
security protocols which does not include any im@atation-related information such
as selected cryptographic algorithm, key size aryggtion rounds. The result of the
composition can have multiple protocols [8] fromigththe most performant must be
selected. As mentioned earlier, cryptography isiraportant component of these
protocols. This is why existing performance evabratmethods include several
aspects related to the performance of the algosithged to implement the protocols.
However, in the composition phase, the cryptogm@paigorithms used in the
implementation process are unknown. To help thasaerc process related to the
selection of the most performant security protogolthe early design phase, we
propose a novel evaluation method that focusesygtagraphic algorithm operations,
available in the informal specification. The infahspecification does not include a
formal tool for reasoning on security protocols.ohdler to achieve our goal, we need
such a tool. We have chosen to use the strand spadel [9] as a specification model
because of its simplicity and extensibility. Thestref the paper is structured as
follows. In Section 2 we present an extension @& ¢higinal strand space used to
model security protocols and we introduce the caxammodel where cryptographic
operations are modelled as t-strands having speddssifiers. In Section 3 we model
cryptographic algorithms as polynomial functionsing the proposed approach, we
present several experimental results in sectioim &£ection 5 we relate our work to
others found in the literature. We end with a cosidn in Section 6.

2. K-strands and t-strands

A strand is a sequence of transmission and reception evsets$ to model protocol
participants. A collection of strands is calledtiand space. The strand space model
was introduced by Guttman et all in [9] and extehfg the authors with participant
knowledge, specialized basic sets and expicin construction in [10]. The resulting
model is called &-strand space. The rest of this section formally defines thetiaisd
and k-strand space concepts. By analysing the grbspecifications from the SPORE
library [11] we can conclude that protocol partamps communicate by exchanging
terms constructed from elements belonging to the follmysetsR, denoting the set of
participant namesN, denoting the set of nonces (i.e. “number oncedseK,
denoting the set of cryptographic keys afiddenoting user-defined components. If
required, other sets can be easily added withdattafig the other components. The
above-defined basic sets and function names ackinghe definition oterms, where
we also introduce constructors for pairing and yotoon:

T:|R |N |K |M KT (’T) {T}FuncName(T)’
where the ‘.’ symbol is used to denote an empiyt&Ve use the symb 7" to denote
the set of all subsets of terms. To denote thesinggsion and reception of terms, we
usesigned terms. The occurrence of a term with a positive signades transmission,
while the occurrence of a term with a negative giigmotes reception. The set of

.. . . g
transmission and reception sequences is deno (+7) "



Definition 1. A k-strand (i.e. knowledge strandp a tuple (x,r,s), where
K 07" denotes the knowledge corresponding to the modelled participant, r OR
denotes the participant name and s[] (iT )Ddenotes the sequence of transmissions and
receptions. A set of k-strands is called a k-strand space.

As opposed to k-strands, in the t-strand modeteh@ms exchanged between t-strands
are based otypes constructed fronbasic typed terms and are calledyped terms or
more simplyt-terms:

T, :=.|BasicTT |(7;, ,.1;) {7}

FuncName

Definition 2. A t-strand (i.e. typed strand a tuple {c,r,s), with ¢O¢, rOR and

sO(+7,)". A set of t-strands is called a t-strand space. The set of all t-strand spacesis
denoted by Z.,.

3. Modelling cryptographic operations

Usually, protocol specifications do not include ptngraphic operations such as term
concatenation, encryption or signature generatiwhjch are considered to be

implementation-specific. However, when dealing witle performance evaluation of

these protocols we can not omit such operationausecthey directly influence the

evaluation process. By using the defined classifeerd typed strands, we can model
cryptographic operations as follows.

Definition 3. Let ¢[JC be a classifier. Then the typed strands corresponding to this
classifier generate the following sequences of transmissions and receptions for any
t,t 07 :

Encryption. < o Ht} > =C,;

tt} > =Cps

h> ifc=¢C,,;

Decryption. <
ash. (~t.+{t,

Public key enc. <_tt’+{tt} pk>, if c=Cpy ;

PK

{
}

Private key enc. <_tt’+{tt} pvk> f c=Cppe s
Key-Gen. {*K) if c=¢, ;
Nonce-Gen. {*N)  if ¢ = Cy

Concatenation. < —t,+(t, tt)> if c=¢,

split. (~(t.) +t.+) if e =¢,
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Fig. 1. Execution time of cryptographic operatiéms (a) Cryptlib (b) OpenSSL

Using the k-strand model, the operations that rhestxecuted by protocol participants
are extracted and the t-strand model is construdibd extraction process uses the
knowledge corresponding to each k-strand to idgmigferations. Thus, terms that are
not in the participant’s knowledge must be generdie. keys, random numbers) or
extracted from encrypted terms which are also &xtan the knowledge set. In the t-
strand model, the t-nodes responsible for creatieny t-terms have a positive sign.
Thus, we assign a cost to each positive t-nodedanira t-strand space. The functions
corresponding to each cryptographic operation typee been constructed using an
exhaustive performance analysis of cryptographgorithms from two well-known
cryptographic libraries: Cryptlib [13] and OpenS3l4]. For example, the
performance of symmetric algorithms correspondmthe two cryptographic libraries
is given in figure 1. From our experimental result® reached the conclusion that
cryptographic algorithm classes can be approximasaty the polynomial function:

f(x)=a,C+ax’+ax+a, (1)

For each algorithm class we need to solve thefsajumations:

2_2 - ‘ZE(M (@ +ax +ax +a1)) -0
:_Z =7 ; (v ~(an +ax’ +ax +a)) =0
:—Z =-2% i; (v -(ax¢+ax+ax+a)) =0 (2)
:_Z =2 i; (v ~(ap¢+axi+ax+a)) =0

Part of the graphical representation of these otyals is given in figure 2.
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Fig. 2. Graphical representation of the algorithodeis: (a) Symmetric encryption (b)
Hash (c) Asymmetric encryption (d) Signature

4. Experimental results

Based on the calculated models and cryptograplecatipns, we have generated 1000
security protocol specifications. We have compdhedperformance of these protocols
to the estimated performance using protocol p&isswe can see from figure 3, the
estimation strictly follows the measured perforneario some case, the predicted values
do not correspond to the measured ones. Thesé@isiare marked with black arrows.
This is because the measured protocol performamacesvery similar (under 1
milliseconds), which, in reality, does not affebe tperformance of the implementing
system. As we can also see from figure 4, the atim error depends on the package
size used to calculate the estimated performaneealse of this, the error decreases in
value as package size grows. We have also provadesbmparative performance
evaluation of real security protocols. The expentakresults are given in table 2. As
illustrated in table 1, the estimated performanoéssimilar protocols does not
correspond to the measured values, which is iitestrusing emphasized text.
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Table 1.Comparative performace evaluation of protocols fRRORE
n
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Ol ol x5 9 O a0 qa 9 9¢ >
S-RPC - 0.94 1.78 1.78 0.02 0.01 0.01 0.01 0.82 0.p 0J6 01 70[30.01 0.8
B-RPC 1.06 - 1.89 1.89 0.02 0.01 0.01 0.01 0.87 0.64 0.64 0{540.39 0.01 0.85
C-RPC | 056 0.53 - 1.0 0.01 0.0 0.01 0.0 0.46 0.34 034 .290 0.21 0.01 0.45
L-RPC 0.56 0.53 1.0 - 0.01 0.0 0.01 0.0 0.46 0.34 034 .290 0.21 0.01 0.45
CCvl 46.2 43.5 82.2 82.2 - 0.33 0.41 0.42 | 38.0 27.9 27.9 23.5 17.Q 0.4 37.0
CCvlc 139 131 247 247 3.01 - 1.25 1.28 114 84.1 84.2 70.861.3 1.48 111
CCv3 111 105 198 198 | 2.41 0.8 - 1.02 91.7 67.4 67.4 56. 4140 1.19 89.3




B-CC 108 102 193 193| 2.35 | 0.78 0.98 - 89.6 65.8 65.4 55.4 4041 1.16 81.2

D-S 1.22 1.14 2.16 2.16 0.03 0.01 0.01 0.01 0.f4 0]740.62 0.45 0.01| 0.97
L-D-S 1.65 1.56 2.94 2.94 0.04 0.01 0.01 0.02 1.86 r 1.0 0.84 0.61 0.02 1.32
K-Cv1l 1.65 1.56 2.94 2.94 0.04 0.01 0.01 0.02 1.861.0 - 0.84 0.61 0.02 1.32
K-Cv2 1.96 1.85 3.49 3.49 0.04 0.01 0.02 0.02 1.62 1/19.19 1 - 0.72 0.02 1.57
KERvV5 | 271 2.55 4.82 4.82 0.04 0.02 0.02 0.02 2.p3 1/64 .64 14 1.38 - 0.03 2.17
NS-PK | 93.7 88.2 166 166 2.03 0.67 | 0.84 0.86 77.1 56.6 56.4 47.7 34,56 - 75(0
YAH 1.24 | 1.18 2.22 2.22 0.03 0.01 0.01 0.0 1.02 | 0.75 0.75 0.64 0.46 0.0

5. Related work

In the literature we find several papers dealinghwhe performance evaluation of
protocol implementations [15, 16]. In contrast, yoal few papers are dedicated to
constructing a model for the evaluation of secupitgtocol performance [6, 12]. For
completeness, we first mention a few papers thapted the performance evaluation
of various cryptographic algorithm and securitytpool implementations. In [15] and
[16], the performance of cryptographic algorithmsmeasured as a function of the
total amount of energy consumed by the device aciwime algorithm is running. For
evaluating the performance of the WTLS [18] (WissleTransport Layer Security)
protocol, the authors from [19] measure the timedeel to perform connections on a
PDA. Finally, we mention the currently world widelapted security protocol, TLS
[17] (Transport Layer Security). The performancelbt has been intensively studied
[20, 21]. The results show that the cryptograperbead introduced by TLS seriously
affects the performance of regular servers. Becatifgs, several solutions have been
proposed to improve server performance, from whvehmention the distribution of
cryptographic operations among other servers [24¢l ahe use of hardware
accelerators [22]. One of the papers dedicatedddetting the behaviour of protocol
components [12] constructs a parametric mathentahodel based on an exhaustive
evaluation process of algorithm implementationse Tdonstructed model does not
address, however, the issue of protocol cryptogcapiperations executed by
participants. A similar approach to ours is progbse [6] where cryptographic
operations are detailed and each operation isras$ig symbolic cost. Our approach
differs by the fact that it introduces the concefpsize based on term types, as opposed
to instance values used in [6]. In addition, weoalsodel the size of message
components resulting from cryptographic operatiovisch is not covered in [6].

6. Conclusion and future work

We have developed a procedure for evaluating tn®npeance of security protocols.
Our proposal is based on a canonical model whichirgtes terms specific to protocol
instantiations, leaving only types. The canonicaldel also includes cryptographic
operations that must be executed by protocol ppaints in order to construct new
terms. The total cost associated to cryptograpberations denotes the performance of
the analysed security protocol. The novelty of @mproach lies in the use of
participant knowledge to construct cryptographieragpions, which does not need any



user intervention and provides a minimal effortnfrgarticipants to create protocol
messages. Another novelty introduced by our appraoacthe association of typed
terms to symbolic sizes and the modelling of ciphdr size resulting from
cryptographic operations. As future work, we intetd introduce additional
cryptographic operations denoting the verificattdmeceived terms. We also intend to
use the proposed performance evaluation methotdercomposition process, which
has been used as a method for designing new sequotocols from existing
protocols. Thus, designers could chose from anyestdge the most performant
protocol.
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